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Editor‘s Note
Current GMP Trends

Today, modern pharmaceutical production is unthinkable without IT systems. They are involved in almost
every GMP process, e.g. in quality control with LIMS systems and computerised systems controlling analyti-
cal instruments. The manufacturing area is a complex computerised environment involving PLC, DCS, MES,
and even ERP for releasing batches.

Hacker attacks on private individuals or even companies were a rare phenomenon in the past. Today, tro-
jans, viruses and ransomware attack worldwide systems. The "WannaCry" and "NotPetya" cases have raised
the threat to companies to a new level. Large pharmaceutical companies were affected. Production pro-
cesses or batch releases became impossible!

Therefore, this time the cover story addresses the complex problem in detail. Every GMP responsible should
ask the question: are my IT systems safe? Who has access to every single IT system? How up-to-date are the
software versions? These are just a few questions to be addressed. Nowadays every company should have
an action plan. Find out what an expert recommends - in the cover story.

In addition to this story you will find further valuable information regarding other GMP topics in this new
issue. This includes the role of the Qualified Person in serialisation as well as technical and regulatory
trends and their impact - like the revision of Annex 1 or the new requirements with regard to the production
of WFI.

Yours sincerely,
Oliver Schmidt

Contents

COVER STORY

P 4 CYBER SECURITY - IS IT TIME TO RECONSIDER THE IT LANDSCAPE AND THE DESIGN OF
INDUSTRIAL COMPUTERISED EQUIPMENT?

WannaCry, Petya, GoldenEye ... for some years now malware has been threatening the IT infrastructure of compa-
nies worldwide. The latest attacks have already caused major damages - even at some global players. The fact
that they had only a "limited" impact and did not completely paralyse entire companies was due to a few "design
failures". The question is, therefore, whether the IT infrastructure has to be reconsidered to face the growing IT
threats?

BACKGROUND

P9  ANALYSIS OF BIOPHARMACEUTICALS — AUTHORITY EXPECTATIONS

The term “biopharmaceuticals” comprises a very heterogeneous group of products - ranging from monoclonal

for manufacturers as well as for authorities to ensure the required safety and quality of the products in accor-
dance with Directive 2001/83/EC. So what do the authorities expect?

antibodies, hormones, enzymes, plasma products and ATMPs to biosimilars. This results in several new challenges

P10 SERIALISATION: WHAT IS THE QUALIFIED PERSON'S (QP) ROLE?

Until 9 February 2019, companies in the EU will have time to implement the safety features defined by the Dele-
gated Act (Commission Delegated Regulation (EU) 2016/161) to verify the authenticity of medicinal products. So,
what activities and systems need to be developed and implemented at a manufacturing site? And what role does
the Qualified Person (QP) play in the tasks?

CONFERENCE REPORT

P12 TECHNICAL AND REGULATORY DEVELOPMENTS IN THE PHARMACEUTICAL INDUSTRY

In the 19th edition of the Pharma Congress end of March, lectures once again discussed the current regulatory
developments and possible consequences for sterile medicinal products and their GMP-compliant production.
According to the Congress' motto "Operators reporting for Operators", the speakers presented the current trends
through many case studies.
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Every quarter the ECA’s Interest and
Working Groups inform about their
accomplishments and current
activities. Please read following their
report for the third quarter 2017.

Richard M. Bonner
(Chairman ECA Foundation
& European QP Association)

UPDATES FROM ECA
INTEREST GROUPS

Visual Inspection Group

Activities:

= The group meeting has been sche-
duled to take place from 10-12 Octo-
ber 2017 in Vienna.

= The group’s chairman Tobias Posset
is now official member of EDQM'’s
Expert Group 12 (Dosage Forms &
Methods). Expert Group 12 s
responsible for developing the
chapters of the European Pharma-
copeia on Visual Inspection and
Container-/Closure Integrity testing
of parenterals.

www.visual-inspection.org

Validation Group

The number of group members rose

to 800 in total — adding 71 members.

Activities:

= The new ECA Qualification and Vali-
dation Task Force met again in
Frankfurt, where a first internal
draft of ECA’s Good Practice Guide
“Modern Qualification for fast track
qualifications” was discussed. At
the end of October section 4 "Quali-
fication phases in a timeline” with a
high-level model should be drafted
by suppliers of the group. The next
meeting is planned for 6th Novem-
ber again in Frankfurt.

= A week for a modern ECA Qualifica-
tion Conference 2018 has been
fixed. At this Conference the Good
Practice Guide “Modern Qualifica-
tion” is supposed to be published
as official draft.

www.validation-group.org

European QP Association

New record of the number of group

members in Q3/2017: more than 2.600

in total.

Activities:

= As in the previous years, the EQPA
has received an invitation for this
year's IWG Meeting with Interest
Groups. Tor Graberg will represent
EQPA in London. Suggestions for
topics to be covered during the
meeting were sent to EMA.

= Update Good Practice Guide: The
Good Practice Guide “Duties and
Responsibilities for Qualified Per-
sons in the EU” was first developed
in 2006 already. It extracts the
requirements a QP has to fulfil from
the various relevant documents
and summarizes them. However, as
there are also responsibilities in
daily processes as well as require-
ments for continuous training that
are not defined there in detail, the
Guide also wants to provide some
guidance with recommendations.
Now the Good Practice Guide has
been updated and is available as
Version 4.0 in the members’ area on
the EQPA website.

www.qp-association.eu

Analytical Quality Control Group
Activities:
= The 2nd AQCG Board Meeting was
scheduled on 11 October, where the
following main topics were dis-
cussed:
- Further development of the
Guideline for “Analytical Proce-
dure Life Cycle”.
Launch of the Workshop Confer-
ence on 23rd & 24th November in
Vienna.
Update of the ECA AQCG website
to be launched in Q4.

Pharmaceutical Microbiology Group

Activities:

= First reviews of the draft guidance
document on deviation handling in
non sterile manufacturing were
received.
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= The Annual Board Meeting has been
scheduled on 6 November in Neuss,
Germany.

= A Microbiology Newsletter was pub-
lished in September.

= An article focusing on Cleaning and
Disinfection ~ Requirements was
published in the trade magazine
Cleanroom Technology.

www.pharmaceutical-microbiology.org

IT Compliance Group

By now there are 300 members in this

Group.

Activities:

= The IT Compliance Group collabo-
rates with the AQC Group (in a Data
Integrity Task Force) for version 2 of
the Data Integrity Guide. It is sup-
posed to be issued in Q4 2017.

= The group is currently starting the
“E-Compliance requirements initia-
tive” and evaluating the subject IT
security and potential documents

on this subject.
www.it-compliance-group.org

GDP Association

New record of the number of group

members end of Q3 2017: close to

1.300.

Activities:

= A new Board Member has been
nominated on the industry side:
Dr Laura Ribeiro, who is a Responsi-
ble Person at ID Logistics (formerly
Logiters) in Portugal, has accepted
her nomination as the fitth member
of the GDP Association's Board.

= On the authority side the Advisory
Board also nominated a new mem-
ber: Emil Schwan accepted the invi-
tation to join. He is Pharmaceutical
Inspector at the Drug Inspectorate
of the Swedish Medical Products
Agency (MPA) and member of the
PIC/S Working Group on GDP.

= There are a number of detailed
WHO Guidelines on Storage and
Transportation. A lot of "supple-
ments" have been published in May
2015. These 16 supplements cover a

continued on back side
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Yves Samson... founder and
director of the consultancy
Kereon in Basle, Switzerland.
He has over 25 years of
experience in qualifying and
validating GxP computer systems and IT
infrastructure. He is also editor of the
French GAMP®4 and GAMP®5. With the
e-Compliance Requirements Initiative
(ecri.kereon.ch) founded in March 2017
he wants to support the regulated
pharmaceutical industry and suppliers
in implementing and complying with the
e-Compliance requirements.

COVER STORY

CYBER SECURITY

Is it time to reconsider the IT landscape
and the design of industrial computer-

ised equipment?

For the last couple of years, ransom-
ware has been representing a serious
and poorly mastered threat for both
firms g "“"{_l as for private people. The

_recent |s§?1:f§s with “WannaCry” showed

c ‘a\menace could be,
ﬂ@l"g\'lobal attack’ had a
pacﬁeﬁ)ﬁcause of some mal-

e, though that the situation may

become worse.

Beyond the particular case of “Wanna-
Cry’, the current, situation of the in-
dustrial IT landscape — especially for
the computerised equipment like lab-
oratory, manufacturing, and infra-
structure equipment — should be seri-
ously reconsidered. The deliberate
intention to destroy systems, infra-
structure, data, and companies shall
be acknowledged rather than under-
estimated or ignored.

Taking a look at discussion forums,
the general trend of the various
comments related to “WannaCry” is
that such attacks are only possible
because of “system administrator
laziness and the company stingi-
ness avoiding investment in soft-
ware updates”. Even if, in some
cases, this statement could be at
least partially correct, the situation
is far more complicated than these
initial statements, in particular for
the regulated pharmaceutical in-
dustry and the GxP environment.

Update management

“WannaCry” impacted at first “ob-
solete” and non-updated opera-
ting systems?. And the main reason
for obsolete operating systems still
being in use is the complexity of
the computer systems controlling
manufacturing and analytical pro-

cesses and the limitation of software
updates for those systems. It is not
just the requalification/revalidation
effort, but a further significant factor
is the multiple compatibility issues
between the application and operat-
ing system when updates are applied.

Since the early 1990s, Microsoft has
been promoting the use of Windows®
not only for office purpose but as be-
ing an appropriate controlling plat-
form for industrial and process equip-
ment.  Various frameworks and
services were made available for sup-
porting the implementation of equip-
ment control features.

Implemented natively since Windows®
NT4, DCOM - Distributed Component
Object Model - has been providing a
communication framework supporting
application server infrastructure. Such

Virtual IT Systems
in a GxP Environment
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a framework supports, amongst oth-
ers, the implementation of OPC - OLE?
for Process Control - used for process
automation. However, the “Lovsan”
worm contamination during Summer
2003 already showed the vulnerability
of process control systems relying on
DCOM. The deployment of an operat-
ing system patch simply closing com-
munication ports to limit the propaga-
tion of “Lovsan” worm caused
malfunction of automation systems
since these ports are also used by
DCOM.

The careless application of Windows®
XP Service Pack 2 on PCs controlling
laboratory equipment caused multi-
ple serious operation failures in the
laboratory environment. The industry
and its equipment suppliers had to
learn the hard way that uncontrolled
changes such as adding operating sys-
tem patches and service packs
could make process control sys-
tems and laboratory equipment in-
operable.

Such cases caused equipment sup-
pliers to become very restrictive in
the way of supporting operating
system updates, unfortunately in-
cluding the virtualisation of appli-
cations controlling equipment. Ad-
ditionally, the legitimate wish to
limit support efforts and costs as
well as to improve business figures
causes that, too often, expensive
equipment is not really supported
on software level after a few years.
Although hardware and mechanics
are still supported - including
spare parts — the operating system
and control software updates are
significantly limited. The industry
faces the situation that expensive
equipment actually representing

Windows® and Windows Vista® are registered trademarks of Microsoft Corp. - www.microsoft.com
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an investment for one to two decades
can be operated after few years only
with an obsolete software configura-
tion.

The poor maturity of Windows® oper-
ating systems since the release of
Vista®, and the frequently changing
operating system architecture and in-
terface design cause significant devel-
opment and update costs for each
new operating system for the suppli-
ers of equipment and process control
applications. This situation explains
(but cannot justify) why the industry
stuck on Windows® XP so many years
long after Microsoft announced sup-
port cancelation for Windows® XP. On
the other side, the temptation is high
for equipment suppliers to cover par-
tially the additional development
costs with the sale of new equipment
hardware instead of supporting soft-
ware updates for existing equipment.

The description above is not intended
to justify poor business practices but
aims to explain the current situation.

IT infrastructure design: robustness
vs. bad practices
There are multiple reasons to apply
good IT infrastructure and network
design practices for ensuring the reli-
ability and the robustness of IT infra-
structure and for improving informa-
tion security; e.g.:
= Network segregation
Office  network, laboratory
network(s), automation net-
works, administration net-
works, etc.
= Resilient security concept ensur-
ing a strong protection and con-
finement of each operation
environment
For instance, deploying inter-
nal firewalls between the lab-
oratory networks or automa-
tion networks and the rest of
the IT infrastructure.

Today, such design measures do
not represent significant addition-
al hardware and software costs. At
first, the implementation of such
measures requires available sub-
ject matter expertise as well as the
elaboration of a robust IT infra-
structure and IT security concept.

In addition to a robust IT infra-

structure design, good IT operation
practices must be implemented, e.g.:
= Active network and operation moni-
toring
- Multiple monitoring solutions
(open source as well as commer-
cial) are available and make pos-
sible an active and reliable moni-
toring of network and IT infra-
structure operation. There is no
excuse today not to monitor
actively IT operations, including
active alarming in case of trou-
bles.
Monitoring does not only provide
a current picture of the IT infra-
structure components and net-
works, but it enables, based on
historical data, the comparison
of the current situation against
previous  configuration, and,
based on an accurate configura-
tion management, to identify
possible deviations and their
root causes resulting from
updates or scope changes.
= Reliable (and paranoid) data man-
agement strategy
- Virus and ransomware can easily
jeopardize the integrity of back-
up data if those are not ade-
quately protected. It is not
acceptable to maintain a perma-
nent on-line access to backup
volumes. If users or systems have
access to backup data, in case of
contamination, a ransomware

Computer Validation
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will be able to access to such
backup data as well. At least,
backup volumes must be discon-
nected after the backup has been
performed. Better, a central back-
up application should be
deployed for performing backup
activities and the backup data
should be stored in a dedicated
part of the IT infrastructure with
limited access (e.g. over a dedi-
cated backup network only
accessible by central backup
servers). Virtualisation enables
the implementation of robust
backup concepts on hypervisor
level with a very limited impact to
the running virtual machines.
Because of the criticality of
today’s situation, appropriate
and defensive backup strategies
must be elaborated and imple-
mented as well as regularly veri-
fied, trained, and exercised. Gen-
erally, incremental backups must
be limited to very short terms
(less than 24 hours) purposes.
Daily backups should be per-
formed at least as differential
backup. Full backups should be
performed regularly in order to
provide a reliable data baseline
enabling a fast and reliable data
reconstruction in case of a disas-
ter. Finally, the critical question
is: “how much data could | afford
to lose?” Whose answer will
define the RPO (Recovery Point
Objective).

- Do not underestimate the restore
time (RTO: Recovery Time Objec-
tive)! Even if it is possible to back
up regularly very large data sets,
the currently available technolo-
gy requires time for restoring
large data collection. Depending
on the used backup strategy,
data restoration could take sev-
eral days (or weeks) even on high
performance IT infrastructure.
Restore  activities must be
rehearsed regularly and their
performance must be controlled.

The above listed measures are nei-
ther exhaustive nor comprehen-
sive. The design of the IT infrastruc-
ture and the definition of the IT
operation processes must be de-
veloped based on accurately (and
truly) identified risks.
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Improvement proposal

What operating platform for indus-
trial and process control applica-
tions?

Does Windows® represent a reliable
operating system for process control
purpose?

Despite of Windows® XP being defini-
tively an old - even if reliable — oper-
ating system, it is interesting to look
back at the last 24 months.

Since Windows® XP, Microsoft made
multiple significant architecture and
interface changes, limiting the back-
ward compatibility of applications and
jeopardizing the development invest-
ment of software editors, as well as
initiating and stopping operating sys-
tem platforms.

Additionally, Microsoft tries to en-
force* - with questionable ways - the
adoption of the newest operating sys-
tem release, jeopardizing the integrity
of existing systems, overloading cus-
tomer’s IT infrastructures, and becom-
ing really intrusive. At the same time,
significant changes in the operating
system update process caused multi-
ple system crashes and increased dra-
matically the control effort for limiting
and mastering update scope.

The result of such aggressive “en-
forcements” is that the system admin-
istrators were busier with rescuing
daily IT operation and fighting against
data privacy issues than with the im-
plementation of prospective ap-
proaches for migrating applications to
the next operating platforms.

With the “Patch Tuesday” on April 11th,
2017, a few weeks before the WannaCry

Learning from Automotive Industry

attack, Microsoft confirmed® that ap-
plying Windows® 7 security patches
will not be possible anymore on sys-
tems using the most recent micropro-
cessor architecture based on AMD Zen
or Intel Kaby Lake microprocessors,
although this operating system is sup-
posed to be supported until April
2020. This behaviour has been already
announced during summer 2016° It
should be noticed at this point that
there is no technical reason for such a
limitation; this limitation achieves
only a marketing objective: increasing
Windows® 10 market share. If this
strategy should be pursued by Micro-
soft in the future, the Windows® 7
based systems will become rapidly the
“new XP systems”, making vulnerable
replacement systems based on recent
microprocessor architectures.

The multiple architecture and strategy
changes in Windows® make develop-
ment work more and more difficult,
increasing the costs and jeopardizing
long term support for industrial and
process control applications.

As an automation and system engi-
neer, | never considered Microsoft
Windows® as a really reliable industry
platform. At first because of the poor
transparency of this software plat-
form, secondly because of the poor
“real time” performance (“real time”
means at least a deterministic tempo-
ral behaviour and an accurate and
monotone time management), and
thirdly because of the limited ability
to plan and to achieve a long term de-
velopment strategy.

Back to POSIX standard and to open
(and real time) platforms
If a reasonable and reliable operating

system alternative for long term pur-

pose must be considered, the choice

is both limited as well as very large:

= Limited because today the only
alternative is represented by *nix
based systems, in particular GNU/
Linux and its embedded version
eLinux, and for hard real time appli-
cation VxWorks or QNX.

= Large because multiple flavours of
the Linux kernel are available for
both operating system and user
interfaces (so called “Desktop Envi-
ronment”).

The purpose here is not to advocate
for a particular GNU/Linux distribu-
tion but to make the reader aware that
a real world exists besides Microsoft
Windows® and that such operating
environments could secure invest-
ment and development costs because
of their openness and long term reli-
ability.

The best way to secure the portability
of applications is to rely on widely ac-
cepted and supported standards.
POSIX - Portable Operating System In-
terface - is one of such standards
elaborated in the late 1980s and early
1990s for ensuring a “smooth” and re-
liable portability of a developed appli-
cation between different operating
systems and operating system ver-
sions.

Together with an appropriate develop-
ment environment (including portable
and open programming languages)
and with clean and robust software
development practices POSIX provides
a stable and portable software devel-
opment platform.

Even if the Linux kernel has been ex-

Within the last 25 years, the automotive sector has been experiencing a significant revolution in terms of embedded elec-
tronic for both security and control devices as well as for infotainment and comfort. Like for any other technology changes,
the automotive sector defined at first clear requirements in terms of environmental conditions, robustness, reliability, and
long term support. New standards have been elaborated, manufacturer consortiums have been built for supporting appli-

cation platforms.

Although the automotive sector represents a field of stronger and harder competitiveness than ever been in the pharma-
ceutical sector, those firms — manufacturers as well as suppliers — work together for ensuring investment protection and

development reliability.

Such collaboration regarding platform development does not prevent in any way the development of supplier specific ap-
plications, supporting the implementation of value added services.
It is to notice that some medical device manufacturers rely already on such standards for diagnostics equipment. Why
could such an approach not be preferred for manufacturing and analytical equipment used in GxP environment?
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periencing evolutions and some sig-
nificant changes over the years, well
developed software applications are
still portable to the newest Linux plat-
form with limited effort, securing long
term support.

Platform independent application

user interface

Two main different approaches could

be basically followed for developing

and implementing application user

interfaces:

= Web-based user interfaces

= Multi-platform  user interfaces
based on application frameworks.

W3C conform web-based user inter-
faces

Since the last 20 years, web-based
user interfaces have been efficiently
replacing more and more so called
“fat-client” applications, i.e. specifi-
cally developed applications for inter-
acting with equipment or server appli-
cations.

For equipment suppliers, web-based
user interfaces allow to avoid having
to develop and to maintain, for each
operating system type and version, fat
client applications for interacting with
equipment. Such an approach repre-
sents a real efficiency improvement in
terms of long term and security sup-
port. However, such a design requires
to implement accurately W3C specifi-
cations in order to provide a seam-
less support of W3C standards, ena-
bling a neutral and consistent
support of web browsers’, ensuring
the highest compatibility level. It is
in particular crucial not to focus on
proprietary browser technologies,
but to prefer to simply comply with
non-proprietary standards.

Qt-based user interfaces - Porta-
bility by design

Initially launched in 1995 by
Trolltech AS, a Norwegian software
company, Qt is a widely used cross-
platform application framework for
developing multi-platform applica-
tions and graphical user interfaces
(GUIs). Adopted by multiple compa-
nies (including global players) in
various sectors — from automotive
to medical devices, including con-
sumer electronic and mobile devic-
es — Qt represents a reliable and

stable application platform for limit-
ing development effort, ensuring ap-
plication portability, and for long term
securing development and invest-
ment. Qt is available with both com-
mercial and open source GPL licenses.
Qt supports natively various platforms
such as embedded Linux, VxWorks,
QNX as well as Linux, macOS®, and
Windows® on desktop level and mo-
bile platforms based on Android or
i0S.

It is to notice that Qt can be equally
used for developing web-based user
interfaces based on HTMLS5, hybrid
user interfaces as well as native user
interfaces based on widgets.

Robust IT infrastructure design

The industry challenges consist in

preserving business operation and ca-

pability.

= Today only very few firms could sur-
vive without an operational IT infra-
structure.

= Likewise a significant data loss in
case of a disaster usually impacts
or even jeopardizes the firm's
future. Less than 10% of the organi-
sations survive a complete data
disaster®,

Building a robust IT infrastructure is at
first less a GxP requirement than a
simple but strong and vital business
requirement. The effort to secure the

LEARMINCG CHEIECTIVES:
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IT infrastructure represents an invest-
ment with a direct impact on the busi-
ness capability of the organisation.
The question is not “if” but “when” an
attack will occur. Likewise it should be
clear that IT security is like a war
where we are only able to win a fight,
but never the war definitively.

The above section already provides a
couple of recommendations which
must be supported by educated and
well-trained system administrators. It
is necessary to take a very defensive
approach to design IT infrastructure
and to deploy a reliable and accurate
monitoring and operation approach.
IT infrastructure reliability and securi-
ty are not self-evident but the result
of a systematic and defensive ap-
proach.

Even if, sometimes, the operational
flexibility seems to decrease a little bit
because of IT security measures, it
should be clear that IT security cannot
be negotiable (even for the senior
management).

IT infrastructure robustness is only
achievable by implementing a defen-
sive design with a strong segregation
of the multiple networks, with reliable
and verified redundancies, with accu-
rate operating processes. For instance,
a dedicated and secured network has
to be available for managing active IT
infrastructure components and for
connecting server console ports
otherwise, in case of a security
breach, it will be very easy (and ef-
ficient) for a cracker to modify the
configuration of network and stor-
age components causing an imme-
diate and irrevocable data dele-
tion.

The available time for evaluating
security patches and for assessing
changes depends directly on the
degree of the IT infrastructure ro-
bustness.

Conclusion

The industry currently faces multi-
ple and serious IT menaces® being
able to destroy companies and to
jeopardize business capability.

We have to recognize that this situ-
ation is the result of decisions

macOS® is a registered trademark of Apple Inc. - www.apple.com
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taken years ago with insufficient care
of — even deliberately ignoring - busi-
ness capability and IT security. The
technology, the design solutions, and
the recommendation for building ro-
bust IT infrastructure and reliable pro-
cess control systems have been avail-
able for more than 25 years (e.g. POSIX,
VxWorks, QNX), including portable
user interfaces (e.g. web-based, Qt-
based).

The regulated industry and its equip-
ment and solution suppliers must ac-
tively work together for supporting the
design of better control systems for
laboratory and manufacturing equip-
ment as well as for process automa-
tion. The required expensive invest-
ment for new equipment does not fit
anymore with the short term support
(for only few years) on Windows® lev-
el

Nevertheless, it is urgent to initiate
and to require explicitly such para-
digm change since architecture
changes will need a couple of years
- three to five years - until manu-
facturing and infrastructure equip-
ment and analytical systems de-
signed on the basis of such more
reliable software architecture will
be finally available on the market.

Appropriate requirements should
be defined and enforced by the
regulated customers for long term
support and for long term data
availability and readability. These
requirements must be (prospec-
tively) taken into account by the
equipment suppliers.

Within the scope of data integrity
and of the required system up-
grades, it would be meaningful to
equally address requirements for
long term system support.
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Such strategy changes are really de-
manding in terms of training and de-
sign efforts for the suppliers: new de-
velopment platforms, new
development environments, probably
the use of different programming lan-
guages. However, if the “Industry 4.0"
should become an effective and effi-
cient reality, such paradigm changes
are unavoidable.

In 2016, the first significant troubles
caused by inappropriate design and
the implementation of “Internet of
Things” devices were already noticea-
ble on a global level.

Now, it is the time to reconsider the IT
landscape and the design of industrial
computerised equipment and to re-
quire and to enforce more reliable
system architectures.

Postface
Since the first draft of this article in
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May 2017, new cyberattacks (see
“Petya” resp. “NotPetya”, “GoldenEye”)
occurred, impacting various organisa-
tions (e.g. UK NHS), including larger
firms (e.g. Renault, Maersk, Saint-Gob-
ain, TNT Express (FedEx)) and global
acting pharmaceutical companies (e.g.
MSD and Reckitt Benckiser). About five
weeks after the initial “WannaCry” at-
tack, larger manufacturing facilities
(e.g. Honda) have been impacted
through “WannaCry aftershocks” disa-
bling their business capability.

Like “WannaCry”, the recent malware
and malworms use weaknesses of
previous versions of Windows® oper-
ating systems and network services
(e.g. SMB). The same remarks regard-
ing the followed update strategies are
made, still ignoring the complexity -
and the related limitations - of indus-
trial and real time systems.

These recent events should not be
considered as being a particular
bad “season” for cybersecurity. Fur-
thermore the industry should be-
come aware that such attacks will
surely become part of the daily
business.

It is clearly impossible to win such
a cyberwar; only single fights could
be won, never presuming a suc-
cessful future.
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In the meantime, the situation became more confusing, since this limitation seems to be reversed. Missing a clear official statement from
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7 Non-standard conform implementation based on Chrome or Edge would jeopardize the long term compatibility of web-based user inter-
faces. A strict validity with W3C standard, based on HTML5, would secure the durability of the user interface. Firefox and Vivaldi could be
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8 According to a study made by Touche Ross.

° Even up-to-date antivirus software is not able to detect reliably ransomware.

0 See http://www.zdnet.com/article/windows-as-a-service-means-big-painful-changes-for-it-pros/

***** Acad
';ECA: cademy

* ok




Authors:

Axel H. Schroeder... is

Operations Director and

plans and conducts courses

and conferences for the ECA
E in the area biotechnology
and microbiology.

Dr Markus Fido... is General
Manager at Vela Labs in
Vienna, Austria, and is in
charge of the area Quality
Operations and Regulatory

Affairs.

BACKGROUND

ANALYSIS OF
BIOPHARMACEUTICALS -
AUTHORITY EXPECTATIONS

The term “biopharmaceuticals” com-
prises a very heterogeneous group of
products which range, among others,
from monoclonal antibodies, hor-
mones, enzymes, plasma products
and ATMPs to biosimilars. This results
in several new challenges for manu-
facturers as well as for authorities to
ensure the required safety and quality
of the products in accordance with Di-
rective 2001/83/EC.

This means that the manufacturer
must have excellent knowledge and
complete control of the manufactu-
ring process, as the product is defined
there. During the manufacturing pro-
cess, impurities have to be eliminated
without any negative impact on the
product’s biological activity. Of course,
various materials, media and reagents
of constant quality from qualified
suppliers play a key role here. To en-
sure this quality, the therapeutic agent
must be thoroughly tested and char-
acterized during the early stages of
product and process development.
Appropriate test methods must be
evaluated and implemented accord-

ingly to allow for sustainable product
characterization. These analytical
methods are performed throughout
the complete development process -
in its early stage during clone screen-
ing, in vitro and in vivo testing for ex-
ample, during the pre-clinical phase
and, finally, during clinical studies by
selected trial centres. The samples to
be analysed may have different matri-
ces, which makes it very complex and
tricky.

Regarding the product life cycle, this
would require process validation, in-
process control, release testing and,
of course, the initial testing of rea-
gents and excipients for the pre-mar-
keting phase. In addition, for biosimi-
lars, comparability with the reference
product would have to be established
in a stepwise approach (according to
EMA/CHMP/437/04 Revl and EMA/
CHMP/BWP/247713/2012).

During the post-marketing phase,
changes of the manufacturing pro-
cess/the production site or the estab-
lishment of a new manufacturer may

-

require further analysis and compari-
bility exercises.

Whereas inline, online or atline meth-
ods are commonly used with classical
analysis, (matrix-specific) bioanalysis
usually requires an offline methodol-
ogy, since various methods, increase
in time per method and specific meas-
uring systems are frequently required.
There, it is expected that the method
used is sensitive, i.e. that it will detect
the smallest structural differences or
lowest amounts of impurities respec-
tively that the smallest amount of an
analyte can be quantified. Further-
more, high specification and robust-
ness are expected to ensure the clear
identification of the analyte.

The bioanalytical procedures used
should also be validated according to
ICH Q2(R1) as early as possible during
development. Especially with high-
quality analyses, e.g. during proof of
similarity of biosimilars or characteri-
zation of critical molecules, it may be
reasonable and necessary to use or-
thogonal methods, i.e. to analyse a
parameter  with  different
methods. The increasing fo-
cus of European authorities
on the 3R strategy (reduction,
replacement, refinement) with
regards to animal testing
should be observed when se-
lecting the test methods.

As a consequence, authority
expectations can be summa-

rized as follows:

= The relevant guidelines are
to be observed, eg ICH
Q2(R1), the Pharm. EU Prod-
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= Validated methods should be used
as early as possible during devel-
opment - at the latest, during clin-
ical phase Ill.

= Action mechanisms should be
described in detail and clearly
demonstrated, e.g. the binding
capacity of specific receptors or
antigens (possibly through differ-
ent assays).

= |f certain functional structures are
not analysed, a scientific justifica-
tion is required.

= |n case of impurities, those reflect-
ing activity or potency that influ-
ences the biological activity of the
active ingredient and those with
immunogenic properties should be
determined (product-specific side
effects).

= Furthermore, the reduction of con-
tamination within the production
process should be examined and
limits should be determined
according to the relevant industry
guidelines if necessary.

= For raw and auxiliary materials,
especially for those of biological
origin, a content determination in
the end product should be availa-
ble and their possible influence on
the active ingredient should be
evaluated.

= Concerning the detection of so-
called adventitious agents (eg.
mycoplasma or viruses), testing of
the starting material and of the
unprocessed bulk and/or evidence
of the effective elimination of viral
contaminants by the manufactur-
ing process is expected. A potential
contamination with prions must
also be examined for some prod-
ucts.

Heterogeneous product groups such
as biopharmaceuticals and biosimi-
lars require the development of new
test methods or the adjustment of
existing ones. In that case, a corre-
sponding justification of the chosen
method, a short description, a list of
differences to the previous method
and relevant comparative data should
be presented to the authorities. A
good method transfer proving that
other test laboratories/devices/etc.
deliver comparable results is key
here.
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SERIALISATION:
WHAT IS THE
QUALIFIED
PERSON'S (QP)
ROLE?

The falsified Medicine Directive was de-
veloped in response to growing con-
cern in the market place after discovery
of unauthorized sale and supply of
counterfeit medicines with potential
risks to the patients. The Falsified Med-
icine Directive (FMD) (Directive 2011/62/
EU) published on 1July 2011, introduced
tougher rules with intention to improve
the protection of public health with
new harmonized measures ensuring
that medicines supplied within the EU
territory are safe and the trade in medi-
cines is rigorously controlled. This
directive introduced several control
measures including obligatory safety
features on the outer packaging of the
medicines, to be detailed via a delega-
ted act.

The delegated act (Commission Dele-
gated Regulation (EU) 2016/161) detail-
ing the characteristics of the safety fea-
tures, how medicines authenticity
should be verified, and by whom, was
published by the European Parliament
and the Council,
on 9 February
2016.

The delegated
Regulation, will
apply as of
9 February 2019,
in other words
pharmaceutical
industry is legal-
ly obliged to en-
sure implemen-
tation of these
regulations on
or before 9 Feb-
ruary 2019.

bk

Whilst the direc-
tive and the del-
egated act intro-
duced  several (]
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measures to improve safety of medi-
cines, the current regulatory focus is on
the implementation of two key fea-
tures; tamper evident and the provision
of a 2D barcode for verification of au-
thenticity of each unit in the supply
chain. These features are expected to
ensure legitimate medicines are traded
and supplied across the European Un-
ion.

With short time remaining for imple-
mentation and full compliance with the
regulations, very little attention is be-
ing paid to inclusion of the tamper evi-
dent feature on the packs. This is partly
because the tamper evident feature is
an old technology and very well known
to the pharmaceutical industry. How-
ever, all the focus is on the verification
and traceability of each single unit to
the original manufacturer. In early
2009, various options were evaluated
by a group of major pharmaceutical
companies supported by EFPIA which
resulted in recommendation for use of
2D barcode on
individual packs
deliver the
regulatory expec-
tations as out-
lined in the FMD
% Directive.

w4 whilst the tech-
S nology for crea-

= AR g |
%ﬁ ki J
\\\\“ ~ I tion, application,
= _\4 reading and veri-
— A fying the 2D bar-

codes has been
around for many
years; used wide-
ly in the food in-
dustry for exam-
ple; it is a new
challenge for the
pharmaceutical
industry. Fur-
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thermore, the security measures re-
quired to ensure data integrity on the
single unit throughout the supply
chain are very complex, requiring ex-
tensive and complicated control sys-
tems. Therefore, implementation of
the serialisation system for the com-
panies is very challenging which re-
quires design, selection, validation/
qualification of the equipment, soft-
ware and the process before going
live.

So, at @ manufacturing site, what ac-

tivities and systems need to be deve-

loped and implemented to enable full

compliance?

= Development, design, implementa-
tion of the 2D barcodes on all prod-
uct labels and cartons (as appropri-
ate).

= Changes to the packaging of the
products to introduce a 'tamper
evident' feature for each pack.

= These changes will require submis-
sion of variations and approval of
the new labels and packs.

= Application of a temper evident
feature on packs and printing a
unique barcode on each pack will
also require physical changes to the
packaging machinery and very pos-

sibly addition of new equipment.
Selection of a suitable vendor, to
supply, install and validate the soft-
ware package to generate unique
barcodes, manage rejects, reworks,
returns, QA sampling and of course
product recall.

Develop specification, select, pur-
chase, install and validate on-line
printing systems, and verification
devices to ensure each barcode is
printed correctly and is legible at
the running speed of the packing
machinery.

Incorporation of the software into
the existing site inventory manage-
ment system, to ensure delivery of
the products to the approved cus-
tomers.

Introduction of the capability to
trace materials in the site ware-
house, and the company's supply
chain.

Provision of access to the central
database using trained staff to
ensure each batch is correctly allo-
cated to the desired market, and
make the changes to the database
when required. For example, re-
allocating a batch already in one-
member state to another can only
take place by the MAH.

The Qualified Person (QP) responsible
for batch certification for release
needs to play a key role in all the tasks
listed above. This will include being
involved in developing the specifica-
tions, defining the validation criteria,
and the test protocols to ensure ongo-
ing compliance with the requirements.
Management of the changes, manage-
ment of the deviations and complaints
occurring post implementation of the
verification codes will be an additional
challenge for the QPs. There is no
doubt that this is a step change in our
operations, where QPs need to be very
pro-active and focus on both technical
and operational challenges, and where
possible apply risk management prin-
ciples to make decisions and proceed.
The QP should also play a key role in
preparing the site team and more spe-
cifically the QA personnel to handle
the issues developing detailed operat-
ing procedures and training all in-
volved. There is no doubt there will be
few teething problems in early days of
implementation, however, with good
planning and ongoing monitoring of
issues, the benefits of the new process
will be realized across the supply
chain and for the benefit of the pa-
tients as well as the Pharma industry.
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CONFERENCE REPORT

TECHNICAL AND REGULATORY
DEVELOPMENTS IN THE
PHARMACEUTICAL INDUSTRY

Hegulations

Sterile dosage forms and their GMP-
compliant manufacture were once
more key topic at the 19th Pharma
Congress which took place in Dussel-
dorf/Neuss at the end of March. In the
light of the revision of Annex 1 EU
Guidelines to Good Manufacturing
Practice whose first draft is
still expected, the contribu-
tions dealt with the current
regulatory developments and
with their possible conse-
quences for the pharmaceuti-
cal production.

Jorg Zimmermann, Vetter Phar-
ma-Fertigung, addressed the
current trends concerning
sterile dosage forms already in
his keynote lecture. Ultimately,
the global demographic devel-
opments, the increasing indi-
vidualization of treatments as
well as changes (cutbacks) in
the national health systems
have a significant impact on
the treatment of patients with
medicinal products. Jorg Zim-
mermann pointed out the re-

sulting  require-
ments for parenteral medicinal pro-
ducts. He supported keywords such as
a more precise dosage patient safety
or patient compliance with current
technological developments concern-
ing application systems.

The Pharma Congress Production & Technology

24/25 April 2018 - Diisseldorf

Main Subject Areas are:

= Current Aseptic Technologies

= Continuous Manufacturing

= OSD Manufacturing and Packaging
= Barrier Systems

= Qperational Excellence

= Revision of EU GMP Annex 1

www.pharma-congress.com
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The conferences will be
supplemented by the
exhibition PharmaTech-
nica, where nearly 90
internationally oriented
el exhibitors will present
their latest products and services. There you can also
touch and experience technology - in Live Demos. The
social event on the evening of the first Congress day -
including an entertaining programme, will provide
plenty opportunities for networking and relaxation.

True to the motto "Users report for Us-
ers" the current trends were again
conveyed through a lot of case studies
- among others by Ferring, GSK Vac-
cines, MSD, Octapharma, Vetter Phar-
ma-Fertigung, Pfizer, Roche and Jans-
sen.

State of the Revision of Annex 1

Again the main focus of the confer-
ence "Regulatory Trends — Revision of
EU GMP Annex 1" was on the actual
state of the development of Annex 1 of
the EU Guidelines to Good Manufac-
turing Practice. Authority representa-
tives put up first information on the
imminent changes for discussion. The
representatives of industry, in con-
trast, articulated their expectations,
also against the background of the
deficiencies of the current EU GMP An-
nex 1.

The Pharmaceutical and Healthcare
Sciences Society (PHSS) primarily
wants to take into consideration new
technologies and remove am-
biguities and uncertainties.
PHSS-Chairman James Drink-
water reminded the audience
that there had been several
small revisions of the docu-
ment since its first publication
in 1972, but never a compre-
hensive new wording. His com-
parison of the current EU GMP
Annex 1 with WHO Annex 6
(GMP for sterile pharmaceutical
products) highlighted that the
much more recently published
WHO document addresses a
variety of issues that are miss-
ing in Annex 1 GMP Guidelines.
By means of two case studies
he explained PHSSs expecta-
tions especially with regard to
environmental monitoring.



Dr. Friedrich Haefele, Boehringer In-

gelheim in Biberach, talked about cur-

rent and future requirements con-

cerning clean rooms and barrier sys-

tems. In his opinion essentially the

following five requirements should be

adopted in the revision of Annex 1:

= Maintain ISO 14644 as the basis for
the international alignment of clean
room qualification;

= Deletion of the 5um particles crite-
rion for the clean room classifica-
tion;

= Encourage isolator technology for
aseptic processing and in general
foster continuous improvement of
facilities and processes;

= Strive for global harmonisation and
related with this the need for revi-
sion of other major guidelines;

= Pave the road for Mutual Recogni-
tion Agreements (MRAs).

Arjan Langen, MSD, formulated current
deficiencies and in relation with these
deficiencies his expectations on the
imminent revision as regards media
fills:

= "The process simulation should
simulate the routine aseptical man-
ufacturing process as comprehen-
sively as possible and contain all
critical consecutive stages of manu-
facture. It should also take into con-
sideration all interventions known
to take place during normal pro-
duction as well as worst case situa-
tions." Concerning this detailed
information on the worst case
situations should be given in
relation to process, personnel,
interventions, hold times and
process simulations lasting sev-
eral days.

= So far the requirements put the
focus especially on the aseptic
filling process, but references to
process simulations in earlier
process steps are missing.

* Requirements concerning the
4-eyes-principle, video recor-
dings and aspects of QA over-
sight should be included.

= Rules should be indicated when
a process simulation can be
aborted and

= [ndications on the process sim-
ulation in closed systems should
be included.

Continuous Manufacturing

Wendy Zwolenski Lambert from
Novartis, representing the efpia at the
conference ,Continuous Manufactur-
ing", explained her view on the future
of "continuous manufacturing". The
efpia, which is the European federa-
tion of national associations of re-
searching pharmaceutical companies
and brings together industry and au-
thorities, has formed an expert group
in order to prepare an ICH document.
In their opinion the topic is not ad-
dressed sufficiently in the current
guidelines. They say that continuous
manufacturing is pushed forward by
the FDA and that there are also posi-
tive signals coming from EU countries.
But the industry fears that there will
be other countries which will not sup-
port this development. A result of this
could be that two marketing authori-
sations would be required (continu-
ous and batchwise) which would be
extremely impracticable and very ex-
pensive. It would also make necessary
two product developments, two differ-
ent equipment parks and two differ-
ent product life cycles. As a first step
efpia has questioned 26 of its member
companies to be able to define the
most important topics as concerns
continuous manufacture. The result
showed that the following topics are
the most important: General defini-
tions, batch definition, process valida-
tion and the content of the marketing
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authorisations (CTD). But data man-
agement also made it onto the list be-
cause continuous processes which
usually are continually monitored by
means of PAT systems create huge
amounts of data. This is easily under-
standable, especially in times in which
the topic data integrity is at the focus
of the authorities and industry.

Especially in the initial phase when
experiences still are made and the
technologies are changing rapidly the
organisation wants to react flexibly or
to extend the document more easily
and has therefore created a questions
and answers document. It will possibly
be transferred into a guidance in a
later step. The paper is supposed to
address continuous processes in the
manufacture of active pharmaceutical
ingredients and finished medicinal
products as well as marketing authori-
sation and GMP aspects. This develop-
ment shows clearly that the topic con-
tinuous manufacturing has reached
the (European) pharmaceutical indus-
try and that the interest is increasing
steadily.

As Daniel O. Blackwood, Leader of Pfiz-
er's PCM&M Programm in the USA, re-
ported in his lecture, Pfizer also has
gained some experience in the area of
continuous manufacturing. He showed
what a risk-based approach might
look like and illustrated by means of
concrete numerical examples how
Pfizer has carried out such analy-
ses. This included the results from
19 runs under different process
conditions which had been defined
in a DoE. Particularly impressive
was the fact that all these experi-
ments could be carried out in only
two days thanks to the continuous
operation. Daniel Blackwood stated
"the bottleneck now is analytics" - a
statement which was confirmed by
other speakers.

Global Player Janssen Pharmaceu-
tica has three platforms for contin-
uous manufacturing at sites in
Puerto Rico, Italy and Belgium. Law-
rence de Belder, Senior Principal
Engineer Continuous Manufactur-
ing, explained in his case study that
a HIV medicinal product is already
manufactured at the facility in
Puerto Rico. So far, this medicinal
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product had been manufactured
batchwise and had been approved for
this kind of production. Upon request
he explained that no bioequivalence
studies had to be carried out for this
change in registration. He also point-
ed out that this will surely not be
transferable to other medicinal prod-
ucts but that each case would have to
be considered separately. According to
his opinion the marketing authorisa-
tion for a product manufactured con-
tinuously might even be carried out
faster than for the conventional batch
production.

Whereas Pfizer wants a global stand-
ardization of the facilities as concerns
development and manufacture Jans-
sen takes a different path and tries
each time to develop the ideal config-
uration for the different applications.
Janssen has decided at the hightest
level that new OSD products will only
be developed in the continuous pro-
duction method, says de Belder. This
statement first had to be digested by
the audience.

New Technologies and Trends
At the second conference day the case
studies on continuous manufacturing
were followed by further technological
innovations and trends with respect
to medicinal products. Apart from the
3D printing of medicinal products pre-
sented by Prof. Stephen Hilton of the
University of London, Dr Stefan
Henke, Managing Director of Lohm-
ann Innovative Injektionssysteme
(11S) talked in his lecture about two
new approaches to transport me-
dicinal products needlefree through
the human skin into the body.

On the one hand these works are
pushed by the fact that only 30 out
of the ca. 7000 known drug sub-
stances can be transported pas-
sively through the skin (as used in
transdermal systems). On the oth-
er hand a significant part of people
is afraid of injection needles. About
50% of all children is afraid of nee-
dles. Another disadvantage of in-
jection needles is the danger of
needle-prick injuries, especially as
concerns medical staff.

The first system presented is a sy-
ringe injecting a liquid jet with high

pressure through the skin. Here, a re-
duced perception of pain can be ob-
served because the amount of liquid
can be reduced considerably as com-
pared to conventional syringes. Cur-
rently, there are systems for 100 and
500 pl. By adapting the system it is
possible to choose beforehand for
each medicinal product how deep it
will be injected into the skin. This can
easily be simulated by means of a
simulator with a skin model. In the
meantime there are practical results
from animal testings as well as first
results from human trials with a mon-
oclonal antibody.

The second system he presented uses
micro-needles which dissolve com-
pletely in less than 10 minutes in the
skin. These needles are each 600 pm
long and are applied on flexible carri-
ers to form areas of 600 per cm?. The
application is completely free of pain.
This system seems to be ideal for the
application of vaccines. Firstly, only
small amounts of active ingredients
are required (this constitutes a limita-
tion of the system) and secondly, the
vaccine is only injected in the outer-
most skin layers where the highest
density of immune cells can be found.

New construction or conversion pro-
jects

Topics at the 19th Pharma Congress
were also current construction, con-
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version and technology projects. Dr
Alexander Herrmann (Director USP
Clinical Supply Center at Roche Diag-
nostics in Penzberg) explained the
successful conversion of the Clinical
Supply Center where biopharmaceuti-
cal active ingredients are manufac-
tured, harvested and purified for clini-
cal studies using fermenters with the
sizes 1000l and 250L. In order to com-
ply with the current state-of-the-art
the USP and DSP areas (upstream and
downstream) were separated. Further-
more, the capacity of fermentation
was increased from 1000 | to 2000 L
This classical reconstruction project
of an existing building dating back to
1986 with four floors plus basement
was complicated by the fact that it
was a multipurpose plant in which eu-
caryotic cells as well as bacteria in fer-
mentation have to be handled. And
naturally, the facility plans were not
up to date, says Dr Herrmann. He ex-
plained the project phases of the ex-
tension: in order to be able to house
the new USP equipment the fronts
had to be opened. The nasty surprise
when carrying out the FAT of the ves-
sel was unexpected - the outer dou-
ble casing did not comply with the
specification. With regard to the static
they also had expected something dif-
ferent. In the basement pillars were
needed for support. But the enclosure
of the high purity media worked well.
It was carried out during the two shut-
downs for maintenance. Important
point: new loops in the distribution
system were connected only after
the successful qualification, prior
to that the material had been re-
jected. The costs were slightly lower
than the budget of 19,4 million. In
total 38.000 working hours were
registered for the project, half of
them for intern work and the other
half for extern work. The planning
company W&M supported the
works. As conclusion of his lecture
Dr Hermann recommended never
to take over a project too early,
even if the project management
says it is ,almost completed”. There
were several changes in the man-
agement of the project which
weren't very helpful should always
be avoided.

Manufacture of WFI
Concerning pharmaceutical water
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Klaus Feuerhelm, GMP inspector from
the Leitstelle Arzneimitteliberwa-
chung (control centre of surveillance
of medicinal products) in Baden-
Wuerttemberg, presented the new
possibilities to produce WFI with other
procedures than distillation. Main
parts of his lecture were references
and information in the European
Pharmacopeia (Ph. Eur.) and in EMA's
questions and answers document
(draft version).

The new monograph of the European
Pharmacopeia doesn't contain con-
crete specifications as concerns the
facility design. GMP aspects are not
addressed. For this reason he takes
the view that they should be regulated
in other documents. Reference is
made repeatedly to the revision of An-
nex 1 of the EU GMP Guidelines in this
regard. But the draft of the new Annex
1which is not official yet gives only lit-
tle hope.

The first important information re-
ferred to the change carried out in the
monograph as compared to the draft
version. The monograph states in re-
spect to the method of manufacture:
,by a purification process that is
equivalent to destillation.” This means
that the method of manufacture is no
longer focused on reverse osmosis.
Reverse osmosis is described as pos-
sible alternative. But finally it remains
the decision of the operator to in-
troduce also other methods. This
does not hinder the state of the
art in science and technology. But
the GMP inspector also stated
that this more liberal phrasing
also entails some risks. He then
discussed EMA's questions and
answers document for which the
deadline for comments expired in
November 2016 and which has
now been published in its final
version. It is structured into two
parts:

= Part | Production of WFI by
non-distillation methods -
reverse osmosis

= Part Il Biofilms and control
strategies

Klaus Feuerhelm stated in his
presentation of some questions
and their comments that the doc-

ument tries to explain GMP aspects.
According to him there are some
statements which aren't easily com-
prehensible such as:

“Systems should be in place to test
membranes routinely for any potential
integrity breaches that could lead to a
significant contamination event.”

Integrity testing for RO membranes is
not possible yet. In this respect the re-
quirement doesn't make sense. Mr
Feuerhelm emphasized again and
again that the main content of the
document is about the formation and
removal of biofilms. The reference to
biofilms is a central topic in the com-
plete EMA document. Sanitization of
the systems will play a central role
during inspections in addition to the
monitoring. The questions and an-
swers paper also contains several ref-
erences and requirements concerning
sanitization. If the sanitization con-
cept is insufficient this will have con-
sequences for the operation of the
system. The following reference in the
Q&A document was highlighted:

“The distribution and storage systems
should be designed as to permit rou-
tine steam sanitisation along with
routine chemical sanitization and in
accordance with other good design
practice to minimize areas of reduced
flow.”

Accordingly, the material of the distri-
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bution and storage systems should al-
low for a steam sanitization as well as
fora chemical sanitization. This means
that a steam sanitization will usually
be expected for distribution and stor-
age systems. But elsewhere reference
is made to ozone. Apparently ozone is
to be used also in routine operation.
This can only mean that the storage
tank is continuously treated with
ozone. In several parts of the docu-
ment rapid microbiological testing is
mentioned as control strategy in re-
spect to the formation of biofilms. But
the document does not explain in de-
tail which rapid tests are meant and at
which position they should be carried
out using which frequencies. There re-
main a lot of unanswered or insuffi-
ciently answered questions for the
GMP inspector. They include the fol-
lowing ones:

= How are AP and HPW systems han-
dled which will be used for the
manufacture on WFI in future?

= How many TOC measuring points
and measuring points for the con-
ductivity are required?

= (Clear and detailed requirements for
the routine monitoring are missing.

= Can we count on a uniform way of
working of the GMP inspections
within Germany or in the EU?

In the last part of his lecture Mr Feuer-

helm addressed the main points with
regard to inspections during the pe-
riod 2016/2017. These included espe-
cially sanitization concepts, the pre-
vention of biofilms, calibration and
the handling of data and data integ-
rity.

Especially the topic data integrity
will play an important role in future
GMP inspections concerning water
systems. Mr. Feuerhelm mentioned
the following examples:

= Which data or raw data with GMP
relevance will be generated?

* How is data documented?

= Has it been defined which reports
must be documented?

= Can the acknowledgement of a
report be assigned unambiguous-
ly to persons or groups of users?

= |s the history of reports stored?

= Which data is stored or archived
for how long?
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lot of relevant topics from a design
of storage facility to transport route
profiling qualification etc. However
these guidelines and supplements
are not easy to find on WHO's web-
sites. The European GDP Associa-
tion has now put together all these
documents to provide a better over-

view and easier access.
www.good-distribution-practice-

group.org

Additional Activities

= |n addition ECA replied to the FDA
Docket on Conti Manufacturing
(comments are available at
https://www.regulations.gov/docke
tBrowser?rpp=50&so0=DESC&sb=pos
tedDate&po=0&dct=PS&D=FDA-
2017-N-2697.

= ATask Force has sent a comment to
USP regarding USP Chapters rela-
ting to Packaging and Process mate-

rials.

Dr Afshin Hosseiny prepared a
review on the WHO Draft Guidance
on testing of suspect falsified medi-
cines (which was sent to WHO).
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